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Legal Disclaimer

This book is published for education and professional training. It explains internet law, intellectual
property law and research ethics as they stood when it was written, and the author and publisher have
taken care to check its statements against official and reliable sources.

Not legal advice. Nothing in this book is legal advice, and reading it does not create a lawyer—client
relationship. Internet law differs between countries, states and provinces, and it changes quickly:
treaties gain parties, regulations take effect in stages, and courts reverse or refine earlier decisions.
Summaries of laws, cases and regulations in this book are simplified for teaching and are current only as
of the date stated. Before acting on any question with legal consequences, consult a qualified lawyer in
the relevant jurisdiction.

International scope. The book teaches generally accepted principles and uses the laws of particular
countries as examples. It does not set out the complete law of any country. The absence of a law in one
country does not remove obligations owed under the laws of other countries where data subjects live,
where content owners are protected or where your client or servers are located.

Ethics guidance. The ethical frameworks and professional codes described are guidance for professional
judgment. They do not replace the requirements of your employer, client, ethics review board or
professional body, which may be stricter.

Your responsibilities. You are responsible for collecting, using and publishing information lawfully and
ethically; for complying with the terms of service of websites, platforms and APIs; for protecting
personal and confidential data; for respecting intellectual property; and for documenting your decisions.

Third-party content. This book refers to many websites, organisations, courts and regulators that the
author and publisher do not control. References to them are not endorsements, and the author and
publisher are not responsible for their content or availability.

No warranty. The content is provided "as is", without warranty of any kind, express or implied, including
warranties of accuracy, completeness or fitness for a particular purpose. To the fullest extent permitted
by law, the author and the Association of Internet Research Specialists accept no liability for any loss or
damage arising from the use of, or reliance on, the information in this book.
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Preface

A single online research project can involve a researcher in one country, a website hosted in a second, a
client in a third and the people described in the data living in several more. Each of those places has its
own law on access to computers, on personal data, on copyright and on what may be published about
whom. There is no single world internet law, and the absence of a rule in your own country does not
protect you from the rules of the others. Much of what researchers do is also perfectly legal and still
capable of harming people.

This book is written to give online research professionals a working command of both. It brings together
three lessons from the AOFIRS CIRS curriculum, Introduction to Cyber Law, Intellectual Property Law and
Internet Ethics, each rewritten, checked and extended for Edition 7.0, and organises them according to
the AOFIRS course outline Internet Law and Research Ethics: Course Outlines for Professional Online
Research, Data Collection, and Information Use. Part |, Internet Law Essentials, asks what the law allows,
requires and prohibits. Part I, Research Ethics Essentials, is a separate course in its own right: it asks
what is right, fair and respectful even where the law is silent.

The emphasis throughout is on generally accepted law and ethics as applied internationally. Each topic
starts from international treaties and widely adopted principles, such as the Berne Convention, the
Budapest Convention, Council of Europe Convention 108, the OECD Privacy Guidelines and the UNESCO
Recommendation on the Ethics of Al, then shows how influential regimes such as the EU General Data
Protection Regulation and the EU Al Act reach beyond their borders, and how the United States, the
United Kingdom, Canada, India, China, Brazil, Japan, South Africa and others compare. The practical rule
the book teaches is simple: identify every regime that may apply, and plan to the most protective of
them.

Much has changed since the earlier lessons were written. Courts have ruled on web scraping, on training
Al systems with copyrighted works and on what counts as unauthorized access; regulators have fined
companies for scraping personal data; the EU Al Act has begun to apply in stages; new treaties on
cybercrime and artificial intelligence have opened for signature. Where the earlier lessons had been
overtaken by events, or were wrong, the chapters say so in What has changed boxes. Every chapter
includes use cases that show how a researcher works through a real legal or ethical question, step by
step. Claims about treaties, statutes, cases and regulations are cited to official sources wherever
possible and collected in a single list of references. Treat every date, ratification count and enforcement
status as a snapshot from November 2026. The book is written for internet research specialists, OSINT
and due-diligence analysts, investigators, market and social researchers, paralegals and compliance
staff, librarians, journalists, students and candidates preparing for the CIRS™ certification. No prior legal
training is needed.

Thank you to the AOFIRS members, students and instructors whose questions over many years shaped
these chapters.

Naveed Manzoor-Florida, November 2026






Know the law. Do what is right.

Online research crosses borders in a single click: a researcher in one country, a
website in a second, a client in a third and the people in the data somewhere
else again. Internet Law and Ethics gives research professionals the working
command of internet law and research ethics that this demands.

Part | explains generally accepted internet law as it applies internationally:
jurisdiction, lawful access and cybercrime, web scraping and APls, data
protection and cross-border transfers, copyright, text and data mining and Al
training, licences, trademarks and patents, defamation and evidence, and the
new law on artificial intelligence. Part Il, a self-contained course in research
ethics, shows how to collect data, respect privacy, handle consent and credit
creators when the law is only the minimum.

Fully revised for Edition 7.0, with use cases, real court decisions, checklists, a
seven-step ethical decision framework, two capstone projects, a glossary and a
knowledge check in every chapter.

Naveed Manzoor is the founder of the Association of Internet Research
Specialists (AOFIRS) and creator of the Certified Internet Research Specialist
(CIRS™) program. With twenty-five years of experience teaching online research
to investigators, legal professionals and analysts in more than 80 countries, and
nine technical books, he brings a practitioner's view of where law and ethics meet
everyday research.

For researchers, OSINT and due-diligence analysts, investigators, paralegals,
librarians, journalists, students and CIRS™ candidates.

ASSOCIATION OF INTERNET RESEARCH SPECIALISTS
aofirs.org- Edition 7.0 - © 2026 AOFIRS
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