Received: from mail.example.com (mail.example.com|[192.168.1.1])

by mx.google.com with ESMTPS id 1234567898abcdeT for
<recipient@example.com>; Eff,f’fg
[ AUTHENTICATED ROUTE ] Tue, 26 Oct 2026 10:30:00 -0000 (UTC)

Authentication-Results: mx.google.com; dkim=pass
HHHR header. i=@example.com header.s=default header.b=12345678;

192.168.1.1 as permitted sender)
smtp.mailfrom=sender@example.com;dmarc=pass (p=QUARANTINE
sp=QUARANTINE dis=NONE) header.from=example.com

Received: by mail.example.com (Postfix, from userid 1000)
id A1B2C3D4E5; Tue, 26 Oct 2026 10:29:55 -@080 (UTC)

R spf=pass (google.com: domain of sender@example.com designates

oY

From: "Sender Name" <sender@example.com> «
ff,f*'Tn: "Recipient Name" <recipient@example.com=>

[ VERIFIED SENDER PATH ] Subject: Confidential: Project Update

Date: Tue, 26 Oct 2026 10:29:55 -0000

Message-ID: <20261026102955.A1B2C3D4ES@mail.example. com=
MIME-Version: 1.0

Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

-

[ CRYPTOGRAPHIC CHECK ]

[ SUCCESSFUL SIGNATURE ]

[ SUCCESSFUL SIGNATURE ]

Email Verification and Header Forensics

An authoritative playbook on origin analysis, cryptographic authentication,
and Al-driven investigative methods for 2026.

Compiled for online research practitioners and CIRS candidates.
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Offensive Al Defensive Infrastructure
s ¥ Forensics
Over half of all spam in 2026 is While prose can be fabricated in
Al-generated. LLMs draft seconds, mechanical routing cannot. ¢
- grammatically flawless phishing lures < o Mail servers gdenerate structural
that evade legacy content filters. ( \ fingerprints that remain durable
€ y evidence of fraud.
1 Y
w1 A\
Countermeasure: Advanced stylometric detection compares a message’s statistical
L;ﬁngerprint against a sender’'s known-good baseline to detect AI-hijacked threads.
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The physical journey of Girecions o the bnan s
an email through the
network cloud.

Mail Exchange servers.

{ Recipient §
MTA

Recipient
MUA

Internet
Cloud

||

:
I
I
|
Origin: The Transfer: Outbound | The Internet Routing: The Delivery: The final
originating sender emalls enter a | Cloud message 1S payload reaches
hits send in their a gqueue. The | accepted by the the inbox.
Mail User Agent, sending Mail local host, picking
transferring the Transfer Agent up postmarks at
payload. handles every every server hop.
aspect of delivery.
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X-Raying the anatomy of a full header.

&P &
: T Envelope Sender
r@domain.com .p| Thisis the true envelope sender where
: bounces are routed. Mailing lists use this to
: ument determine who actually sent the message.
Return-Path: <bounce-handler@lists.domain.com> —+ P D
Received: from mail.domain.com The Audit Trail
(mail.domain.com [192.0.2.50]) by ——+——+—+—+—+—+>»| Added by each MTA in the delivery chain.

i : It records a Message-ID, timestamps, and
for <recipient@example.com>; & &
Tue, 18 Apr 2023 10:30:15 +0000 b &

X-Spam-Status: Yes, score=7.5 required=5.0 ——— Spam Classification
tests= [BAYES—SE) . OPT—OUT] ——4—p| Displays the spam score against a
required sensitivity threshold, identifying
test flags like BAYES_56 or OPT_OUT.
& @




The structural gap where business email
compromise hides.

-

B [ = [ 1
From From: Reply-To
Envelope Sender Visible Header Response Routing
- x | | L& _
Hidden from the user. Extracted Visible to the user in the inbox. Visible upon reply. Scammers
from the Return-Path. This is r Easily forged. Attackerschange | | | route thisfield to a freemail
the actual account that this to a recognized domain to address they control so they
transmitted the message. establish false trust. can actually receive the victim’s
response.
I | i 1 M ]
<attacker-controlled@freemail.com> CEQ <ceo@trusted-company.com> attacker@freemail.com
I_l_ _IJ I 15 _JJ I_L JJ
=

The Threat Vector: When a message picked up as spam is from a trusted institution, the From: address
. has been altered, while the envelope sender remains something the attacker controls.
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Recognizing the pattern of a disguise:

Alias versus Mask.
The Legitimate Alias

"n..[/ 3 A \l}
L From: alias@domain.com .
P
LS

™y
Y ¢ By
Y £
LY

:Received: mail.domain.com [192.0.2.5@]:
e ! = 1]
SPF: PASS (domain.com) [
v 7

EDKIH: PASS (domain.com)
& ~@

WL

hy
Wl

Ty
LS
F

TS TS
AWSOALS
£

Y
LA

£
B

P

Used for privacy, list management, or brand consistency.
The Received chain remains internally consistent with
matching SPF/DKIM results at the final hop.

4|

Y

The Malicious Mask
P Pan
. From: CEQ <ceo@trusted.com>
o T ¥ T

:Received: mail.hacker.net [203.0.113.10]

w1/

o
A
Y

"

b

! v )

:SPF: FATL (trusted.cﬂm):

£
L

a [y
ol L4

v ¢ 9
::DKIH: FAIL (trusted.com)h:
WL wWLf
Y ~§
P9

The Return-Path domain has no relationship with the
displayed From name. The Received chain shows a server
. lying about its identity, resulting in authentication failures. |

w1/
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Hop-by-hop reconstruction trains
bottom-up logic.

= . =i & . K
. Final Delivery 4 Step 1: Locate Origin
® P —| The bottom-most public IP is the X-0riginating-IP.
L P2 This is the first injection point into the Internet cloud. :
- - =
P B $- r ” .
Step 2: Walk the Chain Upward

P N4 ¢ Each receiving MTA checks if the provided hostname

et

resolves to a unique IP. A mismatch between
machine name and |P address reveals the forgery
7 . Injection point.

Fd Y
L

=

)
=
Fd
W

3

rStep 3: Rule of Exclusion

Ignore Private IPs. Addresses in the[10.x],[172.16.x],
and[192.168.x]ranges are reserved for internal DHCP
. nhetworks and cannot be traced outward. 5

Hop 1

™y £

:K-Driginating-IP

P
L

ol
Fal
%

Y

1 READ UPWARD
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The mandatory 2026
authentication stack.

|~$~

SPF

Sender Policy
Framework

Verifies which mail servers
by IP are authorized to send
for a domain.

Lives as a TXT record on the
sending domain.

4

N

-

DKIM

DomainKeys
Identified Mail

Verifies that the message
body was not altered in
transit via a cryptographic
signature.

Lives as a header signature

$ plus a public key in DNS.

®

)

$ _dmarc.domain.com.

DMARC

Domain-based Message
Authentication

Verifies what the receiving
server should do if SPF or
DKIM fails (none /
quarantine / reject).

Lives as a TXT record at

&

&

BIMI

Brand Indicators

Displays a verified brand
logo in the inbox as a
visual trust signal.

Only functions if DMARC is
enforced at quarantine or
reject.

&

1 11

&1 NotebookLM



The 2026 software landscape and
investigation toolkit.

i 0l = 7
Bulk & Real-Time Verification - Lead Gen & Email Finders ——
Tools like ZeroBounce and Clearout use Tools like Hunter.io and Apollo.io combine
proprietary Al to assign predictive deliverability domain search with CRM firmographics to
scores and disambiguate catch-all domains locate probable addresses.
based on historical bounce patterns.

L =l = =

B : B = i ; . 1
IP Geolocation - + Skip Tracing Boundaries -

Tools like MaxMind GeolP and IPinfo resolve Licensed professionals use FCRA-regulated
public IPs into physical locations, ISPs, and tools with credit-header data. Consumer
network ownership. alternatives offer a lower accuracy ceiling
without licensing requirements.
L =] [ =l
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The limits of IP
and the VPN re

Exit Node

—Q—

[nnn

=
=
=

The Technical Limitation

Geolocation coordinates describe the
location of the network infrastructure
serving that IP, not necessarily the

precise street address or household.

eolocation
ity.

True Origin

IE il
JP2 1925068 1w

(sample)

Organization:
GenericVPN Service

The VPN Trap

Accuracy degrades meaningfully when
a VPN, proxy, or corporate NAT
gateway sits between the true sender
and the visible IP.

$ Network Owner:
Generic Commercial VPN

i il

The Forensic Signal

Look at the Network-Owner field. A

generic commercial VPN indicates an exit
node. A recognizable regional ISP block
indicates a highly reliable geographic signal.
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Case setup: Dissecting the fictitious

lotto scheme.

ANALYSIS CARD 1

o _|

From: Mrs Maria Cook

<www.@bridge.ocn.ne.jp>

Analysis: A malformed, machine-
generated local part. Syntacticall
valid, but practically anomalous for

a real human sender.
= 2

ANALYSIS CARD 3

ks &
X-Originating-IP:
[41.86.234.171]

Analysis: Extracted from the bottom o

of an internally consistent network-
address-translation chain. This is the

thread the investigation will pull on.
. _

[Devivered-To: recipientgexasple.con :
Received: by 2082:a85:6356:2210:00:6:1b8:4b38 with SHTP id al6cspl139534qgd;
Thu, 17 bct 2824 18:38:12 -8788 (POT)
X-Received: by 2802:a05:6356:8340:bh8:1651d60:d38 with SNTP id
ale-28020a856358834a00000165d60d30nrE881651qg1.22.1729186212143;
Thu, 17 Dct 2824 10:36:12 -8788 (PODT)
ARC-5eal: frt; e=rsa-shaZS6; 1+172F186211; cvenone;
d=apogla,con; svarc-20168816;
b=t1/5¢gd. ..
ARC-Message-Signature: iv1; aersa-sha256; c=relased/relaxed; d-google.com;
hewossage-id:sobject: reply-to:to:from:date:nime-version;
bhetie]. . . ;
ARC-Authenticatien-Resolts: 1=1; mx.google.com;
spfspass {google.com: demzin af wiw.fbridge.ocn.ne.jp designates
153,128.11.5 as perwhted sender) sntp.mailfroenmwn.B8bridge.ecn.ne.jp
Return-Path: <wa. gbridge.ocn.ne.jp=>
Received: from bridge.ecn.ne.jp (bridge.ecn.ne.jp. [153.128.11.5])
hy nx.google.cow wliD ESNTP id alé-
20020a05635880108000816611b66381516935267qga.409.2024.18.17.18.38.11
for <recipientdezample. com>;
 Thu, 17 €ct 2024 18:20:12 -0760 (POT) g, 08
Received-5PF: pass (google.com: domaln of umy,ﬂhr}dge,ncn.ne,]p designates
153.120.11.5 as permitted sender) client-1p=153.126.11.5;
Authentication-Results: m:.gnugle.:ul; . h A
spfs=onss {google.coe; domain ef www.gbridge.ocn.ne.jp designates
133.120.11.5 as perairted sender) satp.mailfree~ewa.@bridge.ecn.ne.jp
Date: Thu, 17 Oct 2024 10:30:89 -8700 (PDT)
From: Mrs Maria Cook <www.@bridge.ocn.ne.jp>

To: recipient$example.com

ANALYSIS CARD 2

=
Reply-To: Mrs Maria Cook
<moneygramremittancel@gmail.
com>

' _Anal¥_sis: The Sender Identity Gap
in action. The Reply-To points to a

completely unrelated freemail

freemail account referencing a

Lwire transfer service.

Reply-To: Mrs Maria Cook <mooeygramremittancel@gmail.cos> @
Subject: LOTTO WINNING NOTIFICATIODN!!!

Message-I0: <1338247287.5828466.1729186209143¢bridge.ocn.ne. {p>
MIME-Version: 1.8

Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

X-Originating-1P: [41.86.234.171)

X-Priority: 3 (Mormal)

X-Mailer: OpenNebMail 2.52 20248483

- =
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Geographic trilateration:
Convergent evidence in practice.

- -

Tool 1: Talos Intelligence

Returns location in Porto-Novo, Benin. Identifies network
owner as ISOCEL. Flags email reputation as Poor.

+ +
+ +
Tool 2: IPTrackerOnline

Independently confirms the originating city, the ISP,
and precise coordinates (Lat 6.4833, Lon 2.6167).

++

4
4
Tool 3: Spamhaus SBL

Advisory explicitly labels the IP range for intense
advance fee fraud spam origin.

+ +

The Synthesis: No single tool is proof of fraud.

Independent, differently-sourced databases must converge
on the exact same network classification to be defensible.
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The $16.6B threat:
Defeating Business e e
Email Compromise

Scenario: An Al-generated,
perfectly toned email from a known
supplier requests a wire transfer to
a new escrow account.

—< A phone callback to an

indeEendenﬂy verified
number confirms the
_ fraud.

.

Originating IP resolves to a
foreign data center, violating
historical infrastructure profiles.

f Layer 4:
‘L IP Geolocation

(Caught)

Layer 1: )
Content Filter ®
(Bypassed) ——

Flawless LLM prose
evades legacy detection

Layer 3:

Identity Gap (Caught)

The Reply-To field routes to an
unrelated freemail address.

"
o~

Layer 2:
Authentication
(Bypassed)

SPF/DKIM pass, but for a newly
. registered typosquat domain.

J
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The CIRS Investigative Discipline F

Human Expertise

Header forensics and
protocol reading.

Ethical Practice Machine Intelligence
Navigating FCRA boundaries AI-driven verification and
and licensed data access tiers. filtering software.

Data Analysis

Skip-tracing, API trilateration,
and network owner extraction.

Internet research constantly confronts inconsistent source reliability. The CIRS credential
certifies that an investigator consistently applies convergent evidence rather than stopping ~|~
at the first plausible answer.
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