CIRS™ PROTOCOL
REFERENCE EDITION 2826
STATUS: CLASSIFIED

THE FORENSIC INVESTIGATOR'S PLAYBOOK

AUTHENTICATING ONLINE VIDEO & MANAGING DIGITAL EVIDENCE

JO0W: 1.5% ' FI_TEF:'.;"' EDCE _DETECTION

80:83:45 . 80:83:45

FILE: EVLOENCE.CLIP_A.MP4A X: 25 Y: 128
STATUS: SCAMIIRE. .. 2000: 1.5
FRARE : 345/1580 FILTER: EDGE_DETECTION
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' THE THREAT LANDSCAPE

SOURCE: GLOBAL DATA ANALYTICS

3.9 BILLION

MONTHLY GLOBAL VIEWERS (2026)

SOURCE: GLOBAL DATA ANALYTICS

VER: 2.4.1

YER: 2.4.1

> Short-form video dominates
global consumption.

€ Al-generated video uploads are
scaling exponentially.

€ Historical trust in visual evidence is
fundamentally compromised.

SOURCE: GLOBAL DATA ANALYTICS

VER: 2.4.1

ANATOMY OF THE TARGET

_~— VIDEQ STREAMS

h|$ FMT: H.265 HEVC / GOFPS3
|

The moving
chronological
sequence.

%y, ~— IMAGE FRAMES
~ iy ~ '““q FMT: JPEG XR ARRAY / RAPTD REFRESH
T

Individual still image
arrays updating rapidly.

FMT: AAC-LC MP3I/ NP4
Accompanying
MP3/MP4 voice and
sound files.




THE ADMISSIBILITY GATES

SOURCE: LEGAL FORENSICS FRAMEWORK

VER: 2.5.1

RELEVANCE

GATE 01 | TC 60:00:00:00

AUTHENTICITY &
RELIABILITY

GATE 62 | TC 00:60:05:12

-

T o AF"F'RWEIEIJ

VERIFIED |

HEARSAY EXEMPTION

GATE 63 | TC 080:88:11:34

v

MACHINE-
GENERATED

VERIFIED
1 -

Proves or disproves a
consequential fact in
litigation.

File is mathematically
unaltered AND events
depicted are not staged.

RECORDS

[ W

HUMAN-AUTHORED
L CONTENT

“LL__,#

Machine-generated

records pass; embedded
human-authored content
may not.

BEST EVIDENCE

GATE 64 | TC 60:80:16:45

FLg
e d II!:III V5

el i
HETADATA
ORIGIMAL YERIFIED
FILE CORROBORATION
= 3

Must be the original file
or possess verified
corroborative backing.

W

PROBATIVE VALUE

GATE @5 | TC 00:80:22:56

Ty DANGER OF
T PREJUDICE
VALUE v

= o

Value of evidence
substantially outweighs
danger of unfair prejudice.

AN

INVESTIGATOR'S AXIOM: b

A video can be mathematically
authentic, but factually unreliable,
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SOURCE: LEGAL FORENSICS FRAMEWORK

CAPTURE

Device ID,
Access, Password

REQUIRED LOG REGISTRY J§

| ] User Identity

] IP Address

] SHA-256 Fingerprint
] Exact Timestamp

HASHING

SHA-256
generation

THE FRAGILE PIPELINE: CHAIN OF CUSTODY

STORAGE PRESENTATION}

Secure original - Court deployment
retention o ~ with matching hash

KEY INSIGHT

]

[N

SOURCE: LEGAL FORENSICS FRAMEWORK

The source file must have a documented

trail showing exact handling from creation

to presentation, without any transcoding
or compression.

FRAMENORK

AL FOREHSICS

LEB.

OURCE:
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| VIDEO ARCHITECTURE: CONTAINERS & CODECS +

CONTAINER COMMON FORMATS

(e.g., MP4)

AVI | Microsoft long-running -
standard.

MOV | Apple QuickTime format;
wide codec support.

1
A il 1
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AVCHD | Panasonic/Sony
high-definition
camcorder standard. =1

|
|| L=t
;
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o

METADATA

MP4 | The modern universal
standard; excellent
compression.

container bundles the media and metadata together.

gg A video codec compresses/decompresses data. The




THE METADATA SHADOW ——

SOURCE: LEGAL FORENSICS FRAMEMORK

s - =
Z THE SHADOW DATA

é—————'ThE_hESEti_ _ = Operational: GPS coordinates, frame
Easily manipulated visual layer rate, device ID, shutter release.

= Human-Authored: Titles and tags
(highly unreliable).

= Structure: DCIM folder origins and

THM files.
L= =
I -1
THE FORENSIC COUNTERMEASURE
Original timestamps are read-only in
standard software. ExifTool is the
2026 industry standard to extract
hidden timestamps, verify GPS, and
The Shadow (EXIF): expose edit history.
The hidden digital footprint. | J |
AR e VER: 2.5.3
I I SOURCE: LEGAL FOREMSICS FRAMEWORK
I 71
INVESTIGATOR’S AXIOM: The visual data might be flawless, but the shadow rarely lies.
L= =
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[ VER: 2.5.3

I

]

}..

Spatial Tampering | Temporal Tampering | | Spatio-Temporal Tampering
Targeting the Image Frame Targeting the Time Sequence The Advanced Threat
"T_SEQ: ANOMALY Combines spatial and temporal methods
r % | (e.g., consistent object removal across
consecutive moving frames). The foundation
. : " ' of advanced deepfakes.
Block Level Pixel Level Frame ~ Frame P

(Pixel Groups) (Individual Pixels) Removal | Additiﬂ"_

"AI_GEN: DETECTED

r . r -
(RES: HIGH FPS: VARIABLE

Frame Sequence
Modification Reordering

VER: 2.5.3 =—f—
| | | | SOURCE: LEGAL FORENSICS Soasicuonw
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Case File 01: Spatial Forgery (Object Removal)

Panel 1 - The Soldier VER: 2.5.3 | SOURCE: LEGAL FORENSICS FRAMEWORK

Original Tampered
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Panel 2 - The Wires
I— Original

PIXEL DISRUPTIOM

DETECTED

ATTACK PROFILE

Object Removal

MECHANISM: Used primarily to
hide an individual's or
object's presence in a
specific sequence of frames.

DIAGNOSTIC RULE: Knowing what
type of attack is present
determines which forensic
detection method to deploy.
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*| Case File 02: Spatial Forgery (Copy-Move & Modification)
— . e :
The Copy-Move Attack ATTACK PROFILE:
SOURCE REGION: E
ixqsza,mﬂ}, Y(650,750) Copy-Move & Object
Modification
f_HEEHAHISH: Conceals |
manipulation by resizing,
blending, or altering
specific attributes
within an existing
scene, fabricating new
realities.
AL 1
The Modification Attack
Original Video Frames
Frame49 Frame58 Frame51 Framed9 Frame5@ Frame51
E MANIPULATION: FACE SWAP INJECTED. FRAMES 49-51. RES: HIGH. | =
:':. i VER: 2.5.3 | SOURCE: LEGAL FORENSICS FRAMEWORK ""l"
Sy
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Case File 03: Spatio-Temporal Manipulation
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Dropped Frames Added Elements Dropped Frames Added Elements
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Frame Removal Frame Addition Sequence Modification
Erasing specific actions Fabricating sequential Reordering chronology to
from the timeline. events. misrepresent causation.

r . e R
THE DEEPFAKE LINK: Spatio-Temporal tampering is the foundation of advanced deepfakes. It
requires consistent spatial manipulation sustained dynamically across multiple moving

Lframes over time. |

|
VER: 2.5.3 | S0URCE: LEGAL FORENSICS F s NotebookLM
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Diagnostic Table: The Tampering Matrix

FORENSIC
| TAMPERING TYPE | TARGET DOMAIN SUB-ATTACKS DIFFICULTY PRIMARY VISUAL MARKERS |
Removal, Blending errors,
Spatial Pixels Copy-Move, Low / Medium | repeated texture blocks,
Pixel-Level edge anomalies.
Frame Drop, Sudden motion jumps,
Temporal Time Sequence Medium audio desynchronization,
Reorder, Insert timestamp gaps.
Micro-flickering
i : Deepfakes, ‘ ;
Spatio P}xels + Dynamic Tracking| High unngtural edge rendering
Temporal Time o nEATAES o during movement,
P inconsistent lighting.

VER: 2.5.3 | SOURCE: LEGAL FORENSICS FRAMEWORK i
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T+he Al Forgery Threat Landscape N
5 Y |
Video 4 o o I
Translation . CycleGAN: Image-to-
B B ' — 1 image translation without - =
exact input pairs —— \
~ NVIDIA GAN: Complex
environment translation
~ (day-to-night)
> Face2Face: Real-time
% facial expression mimicry
L S L S | P B B Sl WS N S R (S I N S N e e |
2 |
Lyrebird: Generates any Adobe VoCo: Constructs
sentence from 1 minute - new speech from 20 mins
L of voice audio | | | debACoftrainingaudio | | Lo e 0
Audio |
Synthesis | i | | | | | I | Ly 4+ X
L Low: 1 Photo / 1 Min Audio Input Data Required High: Hours of Data 3
Iy i B 1l il
= =F KEY INSIGHT: The barrier to entry for photorealistic CGl and flawless I A
L audio cloning has dropped to consumer-level accessibility. |
L__:_ l . | | | I | ] | VER: 2.5.3 | SOURCE: LEGAL FORENSICS FFIAHEMEIFIE:_ |
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The CIRS Triangulation Model Y

CONTEXTUAL
INTEGRITY

Is the handling unbroken?
(Chain of Custody, GPS reality checks)

AUTHENTIC EVIDENCE

VISUAL / AUDIO
INTEGRITY

Are the frames pure?
(Absence of Spatial/Temporal
tampering)

TECHNICAL
INTEGRITY

Does the math align?
(SHA-256 Hashes, EXIF
metadata, Codecs)

il

al
INVESTIGATOR'S AXIOM: Relying on a single vector leaves you vulnerable to advanced forgery. A video is only
verified when context, data, and pixels seamlessly align. AT T |

4+ Y
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